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Backup & Restore

Overview

The BCM programming can be backed up and restored on an immediate or
scheduled basis. You can view the backup schedule and change it as
required. The restore operation can be performed on a demand only basis.

You can back up data to different locations, including:

e The BCM hard drive.
e Remote resources.
e A USB storage device.

Note: Whichever destination you choose, a copy of the most recent backup
always remains on the BCM. You can use this to restore your BCM without
transferring a backup from an external device or server.

About Backups

Backups collect the configuration settings and the data generated during the
normal operation of the BCM system.

Examples of configuration settings include:

IP configuration details.

Telephony programming.

SNMP settings.

Call Detail Recording settings.

BCM schedules (for example, the backup schedule, and the log
retrieval schedule).

Greetings.

e Prompts.

Examples of data generated during normal operations include:
Voicemail messages.

Call Detail Records.

Faxes.

Envelope information.
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Optional Component Description

When performing a backup, there are various options that can be selected or
de-selected. If the backup file and backup operation time are a consideration,
these options can be omitted during the backup to save time and space.

Attribute Description

Call Detail Recording Includes CDR logs containing call information.

CallPilot Configuration Includes Voicemail and Contact Centre information.

CallPilot Messages Includes Voicemail and Contact Centre configuration, and
Voicemail and Contact Centre messages.

IP Music Includes files used for Music on Hold played via the on-
board Music Manager.

e Backups can take some time if there are lots of VoiceMail messages to
be included within the backup process.
e The backups can be stored at various locations.

Note: It is recommended that you back up BCM data, on a regular basis. In
particular, you should perform a backup of the BCM before you undertake
major configuration changes and before you apply a software update or
upgrade.

You can restore data to the same system or to a different system, at the same
software release level.

The BCM checks the software release level of the destination system and will
provide a warning if an incompatible software release is detected.

Backup and restore operations are performed by only one operator at a time
to avoid conflicts with other operations. All passwords and database records
included with your backup file are encrypted.

You can schedule backup operations to occur at specified times, and save a
record of the backup schedule that you set.

Backup File Size

Backups can vary in time and size. A basic set up could produce a backup file
of 4MB or more. For example, a system with 50 hours of voicemail may take
30 minutes to save to the BCM and produce a file of at least 1 GB.

Backup Locations

The BCM can be backed up to the locations outlined in the following table.
The table lists the destinations to which you can back up configuration and
application data. Each backup operation, regardless of destination, replaces
the BCM’s own copy of the backup.
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Destination Description

BCM For an immediate backup, saves data to the hard drive of the BCM, You
cannot specify a path. Each backup rewrites any pre-existing backup of
the same type.

My Computer For an immediate backup, saves data to any accessible location on the
client PC on which the BCM Element Manager is installed. You can
specify a name for the backup, so that the pre-existing backup is not
automatically overwritten.

Network Folder Saves data to a shared network folder.

The remote server must provide a Microsoft Windows-like shared file
resource and a user account with rights to create and write files in the
destination location. You cannot browse the network directories to select
the best destination folder, but you can specify a directory by identifying

the path.
USB Storage | Saves backup files to a USB storage device.
Device The files will be written to the top directory level. You cannot specify a

path to a different directory on the storage device. Each backup overwrites
any pre-existing backup of the same type. A USB storage device must be
formatted as FAT32.

FTP Server Saves backup data to a File Transfer Protocol server. Credentials and
backup data are sent without encryption. The remote server must provide
an FTP server application and a user account with rights to allow the BCM
to create and write files in the destination location. You cannot browse the
FTP server to select the best destination folder, but you can specify a
directory by identifying the path.

SFTP Server Saves backup data to an SFTP server. This method sends encrypted
login credentials and backup data. You must set up the remote SFTP
server to allow the BCM to communicate with the SFTP server. The BCM
system can generate a public SSH key, which you must install on the
remote SFTP server. For information about SSH keys, see the chapter
BCM Security.

Note: Before you back up BCM data, make sure that the BCM has
appropriate access to the shared resource on which you will store the data.
You must set full access permissions on the shared resource.

NN40011-029 Issue 1.2 BCM RIs 6.0 7




Backup & Restore

Flow Chart

Use the flow chart below to determine which sections of the guide to use.

[ Which operation do you wish to perform?

Backup Restore

A 4 \ 4

Will the Backup be Immediate or Refer to the Restore section of this
Scheduled? guide.

|

Immediate Scheduled
A 4 A 4
Refer to the Performing Refer to the Scheduled
Immediate Backups section Backups section of this
of this guide. guide.
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Performing Immediate Backups

Immediate backups can be sent to the following storage locations:

The BCM itself.

The Client PC running Element Manager.

Network folder.

A USB storage device inserted into the USB port of the BCM.
An FTP server.

A SFTP sever.

Note: A backup operation will interrupt CallPilot services if CallPilot
Components are included in the backup. You can exclude these components
from the backup if you want to perform a backup that does not affect the
system, or include them and perform a backup at a time when the system is
typically not in use.

Accessing Backup & Restore in Element Manager

1. To access the Business Element Manager application from the Start

Menu, navigate to Start, Programs, Avaya, Business
Communications Manager, Business Element Manager.

h Business Communication Manager #| A  Business Element Manager
) AvG 9.0 0 Viewer cenwaltne . Y Uninstal

I BCMDial by Name 2.0 I WebEx Recorder & Player 3

I Camtasia Studio 2 I Windows Live 3

I Camtasia Studio &
I Canon Printer Uninstaller
I Canon Utiities

) Citrix

|7 ClarifyCRM12.0

I Computer Associates
I Dia

I FileZila FTP Client
I FreeMind

I Games

I HDView 5.0

) He

I HP CD Labeler II
I HP Recordhow

M Acrobat_com
Adobe Reader 9
& Audacity

Programs I 1mgBurn
3 I Jaws Systems
\,5’ Favarites 3 @ Macromedia

b .@ Microsoft ASP.NET 2.0 AJAX Extensions
I Microsoft Office

D» Settings » @ Microsoft Office Live Meeting 2007

I Microsoft SQL Server 2005

4y Documents

©

S

= \

§ jJ Search i’ I Mozilla Firefox
g u Help and Support g

[+ %

4 —J Run.. 177 QuickTime

‘£ I Quote Tool BC
.E 2] tog Off Pais... I Real

= RealVMC

S @

I sharePoint
,;Start J & 2 Interne... -| ()3 Window.... [F) SMC 3455

* ¥y ¥y ¥ ¥ T YT Y YT YT Y YT OEETTVEYT T OCYTETTTTVTYTYTYTYTOTT T YT YW
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2. Alternatively, double-click on the Business Element Manager desktop
icon.

A

Business
Element
Manager

3. You will be presented with the Element Manager interface.

£ Avaya Business Element Manager - Network Elements

File Edit Wiew Metwork Session Tools  Help

“Exit | X cut Bg copy B Paste B vveb Page J Validate Device L%Cc-nnect X Delete
Element Navigation Panel 4

EE‘ i

10.1.1.66

=

-2y 200.30.30.30.73
-2y 200.30.30.51
-2y BCM Chester
-y 200.30.30.77
-2y TEST BCM50 R&
-2y 200.30.30.50

4. Open the Network Elements folder and select the IP Address of the
BCM.

A Avaya Business Element Manager - Network Elements [ 200.30.30.80

File Edit View MNetwork Session Tools  Help

B Exit | % cut Bycopy B Paste

" Web Page J Validate Device l% Connect ¢ Delete |

Element Navigation Panel 4

Elfﬂ Metwark Elements M Connection Information
-2y 10.1.1.2
l% 10,1, 1.66 IP Address: 200.30.30.80
- 200.30.30.30.73 User ID: |nnadmin
-4 200.30.30.51
2§ BCM Chester Password: [*=ssmamas

=y 200.30.30.77

Inventory Information

System Mame: BCM50b
System Description: BCM50b
System Software Version: 10.0,1.00. 107

5. Enter the User Name of the BCM in the User Name field, by default this
is nnadmin. Then enter the Password in the Password field, by default
the password is PIsChgMe!. Click the Connect button.
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6. A warning screen will appear, read the warning and click OK.

x

WARNING! This computer system and 1=
network iz PRIVATE and PROPRIETARY
and may only be accessed by

authorized users. Unauthorized use of
thi= computer system or network is
strictly prohibited and may be
subject to criminal prosecution,
employee discipline up to and
including discharge, or the
termination of wvendor/serwvice
contracts. The owner, or its agents,
may monitor any activity or
communication on the computer system
or network. The owner or its agents

may retrieve any information stored
within the computer system or
network. Users should have no
expectation of privacy as to any
communication on or information LI

7. You will be presented with the Element Manager interface.

A Avaya Business Element Manager - 200.30.30.80

File Edit View [etwork Session Tools Help

ﬁE}dt ‘ a; Cut LE Copy % Paste

LWeb Page J Validate Device mDismnnect ‘ @‘- Refresh y Autorefresh

Element Navigation Panel 4 Task Navigation Panel
E{ﬁ Network Elements Configuration I Administration Welcome
10.1.1.2 -
5301310636D s 23 System Account Notifications:
= T 3) Administrator Access
&y 200.30.30.51
) Resources
2y BCM Chester
200.30.30.77 ‘Q Telephany
= e #-IC5) Data Services
& TESTBCMSORS @ Applications
oy User ID: [nnadmin
Telset user ID: [738662
Last successful login: [2010-07-0109:42
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8. Select the Administration tab, open the Backup and Restore folder,
and then click Backup.

Task Mavigation Panel

Backu
Configuration | Administration p

-2 General Immediste Backup | Scheduled Backups |
[-{C3) System Metrics
[#-{3) Telephany Metrics

--1:. Utilities Backup... |
=) Backup and Restare

. L.@ Restare

--I,j Logs

--I,j Auto-Administration Manager
--I,j Software Management

Backup to: IM':.f Camputer ;I

9. The Backup panel opens and displays the Immediate Backup tab.

Backup to the BCM

Note: This is the least safe location to store a backup, should the BCM hard
drive become corrupt; your backup will be lost.

1. Inthe Backup To selection field, choose BCM.

Task Mavigation Panel
Backup

Configuration Administratinnl
D) General Immediate Backup | scheduled Backups |

BH-{3) System Matrics
-3 Telephary Matrics LI

Backup to: IM':.-' Computer

(-3 Utilities —

=) Backup and Restore My Cormpuker
L - Metwaork Folder

@ Restore FTP Server

--I,j Logs SFTP Server

--I,j Auto-Adminiskration Manager 156 Starage Device

--I,j Software Management
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2. Click the Backup button. The Backup window appears.

3. In the Optional Components table, select or clear the check box for
Call Detail Recording, CallPilot configuration, CallPilot Messages,
or IP Music to include or exclude these components from the backup
operation. Click the OK button to proceed.

A Backup EI

Backup to: IEICM

Optional Components p——
Component  / I Indude J

Call Detail Recording
Callrilot configuration
CallPilot messages

IF Music

B

(D cone

Note: Including some of these options in the backup may cause service
interruptions.

4. Then click Yes to perform the backup.

x|

& Backup will impact the following components

Component  / I Warning I
Call Detail Recording May produce a large volume of data
CallFilot messages Service interruption
IF Music May produce a large volume of data

@ Perform Backup Now?

Yes ' Mo |
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5. A progress window opens.

A Progress Update x|

Alarm Settings: Gathering data

]

Close |

6. When the backup is complete, the Backup Complete message appears
Click the OK button.

Backup to Personal Computer

1. Select the Administration tab, open the Backup and Restore folder,
and then click Backup.

Task Mavigation Panel

Back
Configuration | Administration ackup

F-7) General Immediate Backup | Scheduled Backups |

[#-{C3) System Metrics
[-{C3) Telephony Metrics Backup to: IECM LI

@ Ultilitizs Backup...
=- Backup and Restore —l
:

. L.@ Restore

&3 Logs

@ Auto-Administration Manager
@ Software Management

2. The Backup panel opens and displays the Immediate Backup tab.

14 NN40011-029 Issue 1.2 BCM RlIs 6.0



Backup & Restore

3. Inthe Backup To selection field, select My Computer.

Task Mavigation Panel

Back

Configuration Administration | ackup
- Genersl Immediate Backup | Scheduled Backups |
{77 System Metrics

[-{C3) Telephony Metrics Backup to: |BCM ;I
(-5 Utilities Bacd BCM

=/ Backup and Restare

- Mebwork Falder

: ..@ Restore FTP Server

-3 Logs SFTP Server

hi'l Auto-Adminiskration Manager IISE Storage Device

hi'l Software Management

4. Click the Backup button. The Backup window opens.

5. In the Optional Components table, select or clear the check box for
Call Detail Recording, CallPilot configuration, CallPilot Messages,
or IP Music to include or exclude these components from the backup
operation. Click the OK button to proceed.

A Backup x|
Backup to: IMy Computer

Optional Components

Component  / I Indude I

1

=
o £

EURUIY

Coc D cone

Note: including some of these options in the backup may cause service
interruptions.
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7. Then click Yes to proceed.

zl
& Backup will impact the following components
Component  / | Warning |
Call Detail Recording May produce a large volume of data
CallFilot messages Service interruption
IP Music May produce a large volume of data

@ Perform Backup Now?

D=

6. When the Backup files are ready to be transferred, a Browse window

appears prompting for a location on your computer. Select a location,
enter a file name, and click Save.

A Save ll
Lookin: |[C) BCM Backups Al s
m () Mew Folder
L2 BCMTRAINING
My Recent ignore
Daocuments
My Documents
.
2
My Computer
- File name: TRG Backup 06 07 10 feave
My Network
Places Files of type: I-"-‘-" files LI Cancel
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7. A progress window opens. When the backup is complete, the Backup
Complete message appears. Click the OK button.

Backup to Network Folder

Note: Ensure that the target location is a shared file on a networked PC
The Shared file should have full read/write permissions.

For example:
l,'_] My Documents
= j My Carmputer
=) s Local Disk {C:)
|5 Application Data

= ) BOM450
() BCM450 Backups
[ ClarrRre FT.05

[ Deskiop
= () Documnents and Sektings
I &drin

1. Select the Administration tab, open the Backup and Restore folder,
and then click Backup.

2. The Backup panel opens and displays the Immediate Backup tab.

Task Mavigation Panel

Back
Configuration Administratinnl ackup

FH-{J) General
{77y System Metrics

I Immediate Backup I scheduled Backups I

B3 Telephony Metrics Backup to: (ERR A
- Uilties Metwark Folder: |

-} Backup and Restore

I IUser name: |

. @ Restaore Password: |

#-2) Logs Directory: |

-5y Auto-Administration Manager

-5y Software Management Baclkup... |

3. Select Network Folder from the Backup to dropdown box.

4. Configure the Network Folder attributes.
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Attribute Action

Network Enter the hostname or IP address of the network folder and the resource
Folder name. For example, enter \\<server>\<resource>.

User Name Enter the user name associated with the network folder.

Password Enter the password associated with the network folder.

Directory Enter the path to the subdirectory (optional).

5. Click the Backup button. The Backup window opens.

6. In the Optional Components table, select or clear the check box for
Call Detail Recording, CallPilot configuration, CallPilot Messages,
or IP Music to include or exclude these components from the backup
operation. Click the OK button to proceed.

& Backup EI
Backup to: INetwnrk Falder

Timestamp in filename: W
Optional Components
Component  / I Include I
Call Detail Recording
CallPilot configuration

CallPilot messages
IF Music

U Y

. Cancel

Note: including some of these options in the backup may cause service
interruptions.

7. Then click Yes to perform the backup.

x|

& Backup will impact the following components

Component  / | Warning |

\:E) Perform Backup Now?

Yes [J Mo |
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8. A progress window opens. When the backup is complete, the Backup
Complete message appears Click the OK button.

Backup to a USB Storage Device

1. Insert a USB storage device into the USB slot on the front of the BCM.

2. Select the Administration tab, open the Backup and Restore folder,
and then click Backup. The Backup panel opens and displays the
Immediate Backup tab.

Task Mavigation Panel

Back
Configuration | Administration ackup
-2 General Immediate Backup | Scheduled Backups |
[#-{5) System Metrics =
({3 Telephany Metrics Backup ko: I h I
--I,j Lkilities Backup... |
=R Backup and Restore
‘@ Restare
B3 Logs

--I,j Auto-Administration Managsr
--I,j Software Managemenk

3. Select USB Storage Device from the Backup to dropdown box.

Task Mavigation Panel
Back

Configuration Administration | ackup

) General Immediate Backup | Scheduled Backups |
{77 System Metrics

-5 Telephony Metrics Backup to: [BCM ;I
[y Ukilities Bacd BCM

(=) Backup and Restore My Camputer

- Mebwork Falder

. L@ Restore FTP Server

-3 Logs SFTP Server

ﬂ Auto-Administration Manager LISE Storage Device
-5 Software Management

4. Click the Backup button. The Backup window opens.
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5. In the Optional Components table, select or clear the check box for
Call Detail Recording, CallPilot configuration, CallPilot Messages,
or IP Music to include or exclude these components from the backup
operation. Click the OK button to proceed.

& Backup EI
Backup to: |U5E| Storage Device

Timestamp in filename: [+

Optional Components

Component  / I Include I

Call Detail Recording
CallPilot configur ation

CallPilot messages
IF Music

EUEUE N

Note: including some of these options in the backup may cause service
interruptions.

6. Then click Yes to perform the backup.

x|

& Backup will impact the following components

Component | Warning I
Call Detail Recording May produce a large volume of data
CallFilot messages Service interruption
IP Music May produce a large volume of data

@ Perform Backup Now?

>

20 NN40011-029 Issue 1.2 BCM RlIs 6.0



Backup & Restore

7. A progress window opens. When the backup is complete, the Backup

Complete message appears. Click the OK button.

Backup to FTP Server

1. Select the Administration tab, open the Backup and Restore folder,

and then click Backup. The Backup panel opens and displays the

Immediate Backup tab.

Task Mavigation Panel

Configuration | Administration

- General
[0 System Metrics
[H-{7) Telephany Metrics

(-5 Utilities
EI ) Backup and Restore

@ Restare
&3 Logs
--ﬂ Auto-Administration Manager
--ﬂ Software Managemenk

Backup

Immediate Backup I Scheduled Backups I

Bsclup to: (SR~
Backup. .. |

2. Select FTP Server from the Backup to dropdown box.

Task Mavigation Panel

Configuration Administratinnl

FH-5) General

-{C3) System Metrics
[-{C3) Telephaony Metrics
-3 Ukilities

E| ¥ Backup and Restore
P @

@ Restare

uﬂ Logs

uﬂ Auto-Administration Manager
uﬂ Software Management

Backup

Immediate Backup | Scheduled Backups |

Backup ko |BCM ;I

BCM
My Compuker
Metwaork Falder

Bacla

FTP Server

) SFTP Server

USE Skarage Device
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3. Configure the FTP Server attributes.
Backup

Immediate Backup | Scheduled Backups I
Backup to: [FTP Server =]

FTP server: |200.30.30.65

User name: |Guest

Password: | EEE

Directory: |

Attribute Action

FTP Server | Enter the hostname or IP address of the FTP server.

User Name | Enter the user name associated with the FTP server.

Password Enter the password associated with the FTP server.

Directory Enter the path to the subdirectory (optional).

4. Click the Backup button. The Backup window opens.

5. In the Optional Components table, select or clear the check box for
Call Detail Recording, CallPilot configuration, CallPilot Messages,
or IP Music to include or exclude these components from the backup
operation. Click the OK button to proceed.

Note: including some of these options in the backup may cause service
interruptions.

& Backup
Backup to: IFTP' Server

Timestamp in filename: W
Optional Components

Component I
Call Detail Recording
CallPilot configur ation

CallPilot messages
IP Music

‘?I?I?I?Ia
[x

C o D o
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6. Then click Yes to perform the backup.

& Backup will impact the following components

x|

Component | Warning

¥ Produce a large volume oT data

Yes [J Mo |

7. A progress window opens. When the backup is complete, the Backup
Complete message appears. Click the OK button.

Backup to SFTP Server

1. Select the Administration tab, open the Backup and Restore folder,
and then click Backup. The Backup panel opens and displays the

Immediate Backup tab.

Task Mavigation Panel

Configuration | Administration

H-3) General

-5 System Metrics

[#-{C3) Telephony Metrics

- Utilities

EI Backup and Restore

. L@ Restore

&) Logs

@ Auto-Administration Manager
@ Software Management

Backup

Immediate Backup I Scheduled Backups |

Backup to: TR ~ |
Backup... |
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2. Select SFTP Server from the Backup to dropdown box.

Task Mavigation Panel

Back
Configuration Administration I ackup
) General Immediate Backup | Scheduled Backups |
{77y System Metrics
[-{23) Telephony Metrics Backup to: |BCM LI
(-5 Utilities Bac BCM
(=) Backup and Restore My Compuker
- Metwork Folder
@ Reastore FTP Server
B3 Logs

USE Skorage Device

[ Auto-Administration Manager
[-5) Software Management

3. Configure the SFTP Server attributes.

Backup

Immediate Backup | scheduled Backups I
Backup to: |SI-—I'F' Server =]

SFTP server: |200.30.30.50

User name: |SecureECM

Password; |*==seees

Directory: |

Attribute Action

SFTP Server Enter the hostname or IP address of the SFTP server.
User Name Enter the user name associated with the SFTP server.
Password Enter the Password associated with the SFTP server.
Directory Enter the path to the subdirectory (optional).

4. Click the Backup button. The Backup window opens.
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5. In the Optional Components table, select or clear the check box for
Call Detail Recording, CallPilot configuration, CallPilot Messages,
or IP Music to include or exclude these components from the backup
operation. Click the OK button to proceed.

A Backup X
Backup to: ISFTF‘ Server

Timestamp in filename: W
COptional Components

—
=
[
c
(=
i

Component 4 I
Call Detail Recording

CallPilot configur ation

CallPilot messages

IF Music

EURURER

Note: including some of these options in the backup may cause service
interruptions.

6. Then click Yes to perform the backup.

warmings x|

& Backup will impact the following components

Component / I Warning I
Call Detail Recording May produce alarge volume of data
CallPilak messages Service inkerruption
IF Music May produce alarge volume of data

@ Perform Backup Now?

fes | Mo |
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8. A progress window opens. When the backup is complete, the Backup
Complete message appears. Click the OK button.

Scheduled Backups

You can create scheduled backups in order to perform backups at a date and
time that you choose.

For example, you can choose a date and time during which the business is
closed. This will avoid disrupting the normal work-day routine and may allow
your backup file to transfer more quickly.

You can create a schedule for a single backup operation or for operations that
recur on a regular basis. You can view existing scheduled backups, as well as
modify and delete them.

Scheduled Backups can be performed to the following locations:
The BCM itself.

Network folder.

A USB storage device inserted into the USB port of the BCM.
An FTP server.

A SFTP sever.

For the specific details of each backup type, please refer to the relevant sub-
section of the Performing an Immediate Backup section of this guide.
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Performing a Scheduled Backup

1. Select the Administration tab, open the Backup folder, and then click
Backup. The Backup panel opens and displays the Immediate
Backup tab.

2. Click the Scheduled Backups tab.

Task Navigation Panel

Configuration Administration | I

- 2) General Immediate Backup | Scheduled Backups

B System Metrics Scheduled Backups

"‘a Telephony Metrics Mema ¢ I Destination I Scheduls I Timastamp In Filename
- Utiities

Bl Backup and Restore

o

: @ Restore

-3 Logs

{5 Auko-Administration Managar
-5 Software Management

Add... peiete | | wdiy |

3. The Scheduled Backups panel opens. Click the Add button.

4. The Add Scheduled Backup window opens. Select the required backup
type and click the OK button.

A Add Scheduled Bac X|
Backup to: E

Metwark Folder
USE Storage Device
FTP Server

SFTP Server

5. The Add Scheduled Backup window opens. Enter any specific

location details. (This example shows a Scheduled Backup to an FTP
server.)

A add scheduled Backup X|

Backup to: IFFF‘ Server =]

FTP server: |200.30.30.66

IUser name: IEia-:kJ.lp

PESSWDrd : I R

Directory: |
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6. In the Optional Components table, select or clear the check box for
Call Detail Recording, CallPilot configuration, CallPilot Messages,
or IP Music to include or exclude these components from the backup

operation.

4 Add scheduled Backup x|

Backup to: |FFP Server

Memo: |
Timestamp in filename:

Optional Compaonents
Component £ I Indude I

all Detail Recording

101 C1 0
oo

XXIAA

~Schedule

Recurrence: m
Month: Im

Day of month: I—l
Time: Im

Ok | Cancel |

7. Next, configure the Schedule Recurrence and additional details, which
determine when the backup operations will be performed. Click OK
when finished.

A Add Scheduled Backup x|

Backup to: [FTP Server

Memo: |

Timestamp in filename: [
Optional Compaonents

Component  / I Include I
Call Detail Recording 2
CallPilo o ™2
CallPilot messages ™
TP Music I~
Schedule
Recurrence: IOnce 'I
Month: IJanuar\,r 'I
Day of month: I 1

Time: IlD:SE 'I /
|

0K Cancel
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8. You now have the option of verifying the connection details, dependant
on the backup location. Click Test Connection to verify the backup
location, or Continue to bypass this operation.

A Verify Connection Paramet x|

Test Connection ' Continue I

9. The results of the connection test will be displayed. If the test has
failed, re-enter the location details entered earlier.

10.The Scheduled Backup is displayed in the Scheduled Backups table,
which also shows whether the Timestamp option was selected (refer to
the Timestamp Backup Files section of this guide for more
information).

Backup

Immediate Backup Scheduled Backups
Scheduled Backups

Memo  / Destination Schedule Timestamp In Filename

Timestamp Backup Files

When creating a backup, some options allow you to include a timestamp in
the Backup filename. This adds the creation date and time to any new backup
file, and is a tick box option when selecting which elements to backup.

A Backup x|
Backup to: lFTP Server

lTimestamp in filename: V' ]
Optional Components
Component 7/ l Include I

| Detail Recording

EURURUEY

OK ] Cancel I

Note: This option is available on USB, FTP, SFTP and Network Folder
options only.

NN40011-029 Issue 1.2 BCM RIs 6.0 29




Backup & Restore

Files without the timestamp will appear as follows:

|:_[]_ Bak_bcrm50r3 |

Files with a timestamp appear as follows:

CDeak I:n:mmSEIH 20020223 R

This is the date of | | This is the time inthe

creation in the format of
format of Hourtinute/Seconds
Yearhonth/Date

Note: This option is also available on the BCM Logs.

Restore

You can restore the BCM data using Element Manager. The restore software
determines compatibility with the backup file. Incompatible backups cannot be
restored at all.

Note: Compatible backups may have incompatible sub-components which
must be excluded from a Restore operation. This situation can occur if your
BCM software is upgraded and a component changes the data that it includes
in the backup. New backups should be made after any change to your BCM
software to avoid this situation.

However, it may be possible to recover data for components that have not
changed from backups made prior to your software upgrade.

Restore operations are available to one user at a time, and on demand only;
they cannot be scheduled.

You can retrieve the most recent backup file that you want to use for the
restore operation from the BCM or from an external storage location.
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Restore Options

You can select the components for which you want to restore configuration or
application data.

Optional components

You can restore configuration or application data for the following optional
components:

Activity Reporter.

Alarm Settings.

Auto Administration Manager.

Call Data Recording.

CallPilot Configuration.

CallPilot Messages.

Core Telephony.

Data Services + Network interfaces.
Date and Time.

Doorphone.

IP Music.

IP Telephony.

LAN CTE.

Media Services Manager.

QOS Monitor.

Scheduling.

Security.

Survivable Remote Gateway.

Note: A restore operation is a service affecting operation. A number of
services running on the BCM system are stopped and then restarted using the
restored configuration or application data. A reboot is required if you choose
to restore the Keycodes component. It takes several minutes before Voicemalil
is working again.
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Performing a Restore
Use the following procedure to restore a previous configuration the BCM.

1. Select the Administration tab, open the Backup & Restore folder,
and then click on Restore.

Task Mavigation Panel

Restore
Configuration | Administration

"1.:I General Restore from: IECM j
[+-{ ) System Metrics

[-{3) Telephany Metrics Restare. .. |

-3) Utilities

) Logs
--ﬂ Auto-Administration Manager
--ﬂ Software Management

2. The Restore panel opens. In the Restore from drop down list, select
one of the following to restore from:

BCM.

My Computer.

Network Folder.

FTP Server.

SFTP Server.

USB Storage Device.

Factory Default (refer to the Restore to Factory Configuration

section of this guide).

Task Mavigation Panel

Restore
Configuration ndministratinnl

-0 General Restare fram:
[+-{ ) System Metrics

[ Telephony Metrics Restorg
.3 Utilities

El_,'ll Backup and Restore
; ﬂ Backup
YR cstore
--ﬂ Logs
--ﬂ Auto-Administration Managsr
--ﬂ Software Management

LISE Skorage Device
Factary Defaulk
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3. Select the location for the Backup file. You may need to enter further
locations and security details so that the BCM can access the backup

file.

4. The backup file detail box appears. If all details are correct, click OK.

—Backup File

File size: |

286720

Backup date: |2010-07-06 17:17

Backup version: |E.U.U.D

Source: |BCMS0b

@ If yvou proceed, this file will replace the backup file that is currently on this BCM

x|

5. The Select Components to Restore window opens. From the open
window select the optional components that you want to include from
the backup file. Click the OK button when ready.

& Select Components to Restore El
~Backup File
File size: | 286720
Backup date: [2010-07-06 17:17
Backup version: |5.0.0.0
Source: [BCMS0b
Optional Components
Component £ I Include J
Activity Reporter ¥ -
alarm Settings ¥
Auto Administration Manager ¥
Call Detail Recording ¥
CallPilot configuration ¥
CallPilot messages ¥
Core Telephony ¥
Data Services + Metwork Interfaces ¥
Diate and Time v
Dioorphons \4 ™ ;I
oK | Cancel |
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6. A warning window opens and displays information about components
that will be affected by the restore operation. If OK, click Yes to
continue.

x|

& Restore will impact the following components

Component  / | Warning I

Filat confiquration

1 1 1 D
==

\il) Proceed with Restore?

Yes ! Na |

7. A progress window opens. When the operation is complete, the
Restore complete window opens. Click the OK button.

x
y Restore complete

8. The BCM will then reboot.

To Restore the Factory Configuration

Your BCM is delivered with a backup file that was created at the factory. This
file can be a helpful starting point if you decide to completely re-configure your
BCM and would like to erase the settings programmed on your device.
Although you can select individual components to restore, it is recommended
that you restore all components when using this option.

Note: For alternative methods of resetting the BCM to default states, refer to
the BCM Command Line Interface section of the of the respective model
Hardware and Installation guide.
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1. Click the Administration tab. Open the Backup and Restore folder,
and then click Restore.

Task Navigation Panel

Rest
Cnr‘lﬁguraﬁu:l Administration ore
-3 Genera | Restore from: {BCM =

[#-{C5) System Metrics
-3 Telephony Metrics Restore... |
{03 Utilities

E”-ﬂ' Backup and Restore
| ... @ Backup

B3 Logs
&) Auto-Administration Ma
ﬁ Software Management

2. The Restore panel opens.

3. Inthe Restore from selection field, select Factory Default.

Restore

Restore from: |Factary Default ﬂ

BICM

My Compuker
Mebwork: Folder

FTF Server

SFTP Server

IISE Storage Device

Restore

Factory Defaulk

4. Click the Restore button.

5. The Backup File detail box appears. Click OK to continue.

£

Backup File
File size: | 258000
Backup date: |2010-08-07 12:30
Backup version: |6.U.0.0

Source: |bcrr| 50

@ If you proceed, this file will replace the backup file that is currently on this BCM

CK Cancel |
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6. The Select Components to Restore window opens. It is
recommended that for this operation you leave all components
selected. Alternatively, select the optional components that you want to
include from the backup archive. Click the OK button when ready.

& Select Components to Restore x|

~Backup File
File size: | 286720
Backup date: [2010-07-06 17:17
Backup wversion: |E.U.U.U

Source: [BCMS0b

Optional Components
Component £ I Include J
Activity Reparter

Alarm Settings

Auto Administration Manager

Call Detail Recording

CallPilot configuration

CallPilot messages

Core Telephony

Data Services + Metwork Interfaces
Date and Time

Dioorphone \‘

7. A warning window opens and displays information about components
that will be affected by the restore operation. Click the Yes button to
proceed.

x

& Restore will impact the following components

KRR R RRRA]

[ ]

oK | Cancel |

Component ¢ I Warning I

CallPilot configuration  Service interruption

CallPilot messages Service interruption

Core Telephony Reboots device

Core Telephony Service interruption

IF Telephony Service interruption

Media Services Manager Reboots device

Security Service interruption

Security Replaces 550 certificate

@ Proceed with Restore?
No
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8. A progress window opens. When the operation is complete, the
Restore complete window opens. Click the OK button.

x
\l‘) Restore complete

9. The BCM will then reboot.
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Avaya Documentation Links

e Administration and Security guide
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